Utilities Depend on Public Telecom Networks

When utilities began implementing control into the field from the power station to the sub-station and along the
grid, they were forced to make critical networking decisions to support effective monitoring. The initial decisions
were to build and maintain their own networks using a combination of microwave and private radio solutions. This
entailed an outlay of capital expenditure for infrastructure and staffing.

An alternative monitoring option utilizes the public
telecommunication (telecom) carriers to provide
the interconnectivity necessary to maintain their
geographically diverse networks. Although
initially this approach helped to manage capital
investment costs and offered improvements

over microwave and private radio, the utility was
dependent (and impacted) by the telecom carrier’s
priorities, which centered mainly on serving the
needs of the general public and less on the specific
needs of utilities.

In the early years, wireline (terrestrial) based
communication systems like dial up (Plain Old
Telephone Service or POTS), 4 wire circuits and T-1,
eventually migrating to frame relay, MPLS and fiber communication systems, provided reliable and stable connectivity
from points along the grid to the sub-station and back to a utilities’ network operation center (NOC).

Over the past two decades, the public wireline carriers have been moving away from building and supporting terrestrial
based wireline networks in favor of cellular technologies. This has caused the costs of the wireline network to increase
in some cases 25% quarterly which has forced utilities to move away from terrestrial networks and adopt new wireless
networking equipment.

As wireless cellular networks advanced and coverage expanded, utilities initially implemented (2G and 3G) cellular
connectivity for both non-critical and some critical infrastructure communications. Examples of this type of
communication include, sub-station to grid distribution monitoring, voltage regulators, meters, cap bank controllers
and more. Wireless technology improved the ability of utilities to monitor remote locations without the expense of
installing terrestrial networks and allowed for the monitoring of mobile assets for the first time.

Further wireless cellular advances introduced 4G Long Term Evolution (LTE) technology which offered better latency
and faster throughput. However, critical communication over cellular was still not as reliable as traditional wireline
connectivity. Wireline networks of the past guaranteed data bandwidth, had fixed delays for transmission and receipt
of data, and allowed for the prioritization of critical traffic across the network. Further, wireline network circuits were
dedicated to the utility customer that used them and their availability was near 100%, with SLAs for both uptime and
service restoration. By contrast, commercial wireless networks are built around shared cellular radios and offer no
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SLAs for uptime or service restoration. These differences
have caused utilities to rethink using commercial carriers
and reconsider owning and managing their own wireless
communication networks.

The Private LTE Alternative

Differences between the priorities of commercial
wireless carriers focused on the general public and
those of utilities focused solely on maintaining their
networks have led to problems that could be addressed
through the use of a Private LTE network for utilities. A
Private LTE network could be implemented in two ways:

« It can be owned and operated by a single utility for
their needs exclusively, or
A dedicated 3rd party could own and operate a
network that serves the needs of utilities exclusively.

The cost benefit analysis of managing a utility via a
commercial wireless network or a Private LTE network is
one that will require careful consideration. Some of the
potential advantages are discussed in detail below.

High Availability

A utilities’ network is designed around their Supervisory
Control and Data Acquisition (SCADA) systems, for the
ability to monitor, connect, and control every piece of
equipment along their grid on a near real time basis.
The network resources of a Private LTE network are not
shared with the general public, allowing an exclusive
focus on the needs of the utility. This allows for improved
uptime SLAs, greater visibility into network conditions,
prioritized traffic, and additional hardening to prevent
service disruption in the first place.

Traffic Prioritization

A utility using a commercial LTE network
has no control of how traffic is connected
and routed. So, during times of heavy

Availability

use a utility connection could be blocked or delayed by
consumer cell phone use. A Private LTE network removes
these obstacles, because the cellular network is used only
by the utility, and the network connection from the cell
tower to the NOC are its own.

Upgrades and Maintenance

All network types will eventually require upgrades and
maintenance to continue functioning at its best. The
benefit of a Private LTE network is the utility is in control
of when upgrades and maintenance are done and
can plan accordingly. They can, for instance, schedule
upgrades during the day when all of their staff is available
to respond to issues as opposed to a commercial carrier
who might schedule it in the middle of the night when
cell phone use is lowest.

Capitalization Advantages

A potential advantage to utilities using a Private LTE
network could come from the classification of their
network as a capital expense. Generally, capital expenses
can be recovered from customers at a fixed rate of
return. Compare this to the operating expense of using
a public carrier's network which can usually only be
recovered at cost.

Conclusion

Encore Networks has been engineering, designing and
manufacturing wireless gateway solutions for over 17
years; supporting a wide variety of electrical, alternative
energy, and oil and gas customers for SCADA and critical
infrastructure systems. Encore offers a wide variety of
commercial network LTE products and is
leading the way for Private LTE gateways
supporting 450/420/410MHz, 900Mz and
3.5 GHz solutions. Private LTE enables
utility companies to control, maintain,
and securely manage their own assets

and critical communications.
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